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PRODUCT DATASHEET

Al-POWERED

SECURITY AWARENESS
PLATFORM

Turn human risk into measurable cyber resilience — engaging, Al-driven, and
provable with a single Human Risk Score.

Your Cyber Resiliency Partner ~ xawareness.cybears.net
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WHAT IT IS

PLATFORM OVERVIEW

THE CONTROL LAYER FOR THE HUMAN ATTACK

SURFACE

Cybears X Awareness automates personalized training and phishing simulations, then distills every action

into one Human Risk Score — built to deploy fast, engage employees, and prove impact to the board.

91% 14%

of attacks begin with phishing. of breaches involve a human

element.

CORE CAPABILITIES

Phishing Simulation

& Realistic, customizable campaigns with one-click
templates and automatic difficulty scaling.
% Al Personalization
*  Tailors content and timing per learner and auto-
enrolls high-risk users into remediation.
" Real-Time Analytics

Live dashboards track participation, click rates, and
risk trends down to the individual.

The Human Risk Score
A-

$4.9M

average human-targeted breach
cost.

Adaptive Microlearning
Bite-sized lessons that adapt to each employee’s
role, behavior, and risk profile.

Automated Campaigns
Recurring programs run end-to-end — enrollment,
reminders, and escalation included.

Compliance Reporting
Audit-ready evidence mapped to the frameworks
your auditors check — exported in a click.

One trackable number across users, teams, and the organization — benchmark instantly, surface
SCORE 87 repeat clickers early, and prove ROl quarter over quarter.




X AWARENESS

TRAINING PEOPLE ACTUALLY WANT TO WATCH

Studio-grade 3D animated episodes — not slideshows. Each dramatizes a real cyber moment your teams remember.
Sample episodes:

provege’

Toceae Protéger

Lnformation

Protect Access & Info

< Partager

When a Crisis Hits What Cybersecurity Is Access, Share, Continue Mastering Digital Tools Protects Data & Services

Multi-language, fully subtitled, mobile-ready - new episodes added every quarter.

TUNED TO EVERY ROLE

Top Management Middle Management Privileged Users Staff

Governance, financial & legal Owning teamrisk, leading by Technical, privilege-abuse Phishing, passwords, daily
exposure. example. scenarios. habits.

15 CONTENT CATEGORIES

Access & Privilege Management Applications & Digital Usage Cloud & Remote Work Human Behavior & Digital Identity
Regulatory Compliance & Legal Data & Information Protection Incident Detection & Response Physical Environments
Al & Emerging Tech Threats & Social Engineering Business & Financial Risks Networks & Connectivity Endpoints & Devices

Personal Life & Digital Hygiene Privacy, Ethics & Responsibility
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A CONSOLE BUILT FOR SECURITY TEAMS

Run your entire awareness program from one place — campaigns, content, and the live Human Risk Score.

o0 app.xawareness.cybears.net/dashboard

SECURITY AWARENESS DASHBOARD

Phish resilience

87 Training completion

GRADE A-
Report rate

® ® campaigns
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ACTIVE CAMPAIGNS

Q2 Phishing Blitz RUNNING Spotting Spear
Phishing

New-Hire Onboarding SCHEDULED —

Ransomware Drill COMPLETE My Score

MFA Awareness RUNNING

Learn anywhere

ON THE WEB TODAY — APPS COMING SOON

-

Web Mobile App Apple Watch Android App iOS App
v AVAILABLE NOW COMING SOON COMING SOON COMING SOON COMING SOON



TRAIN + TEST, ONE CONTINUOUS LOOP

X Awareness pairs natively with Cybears X Phish — one shared Human Risk Score, no manual handoffs.

Train Test Remediate Re-score
Role-based episodes & X Phish runs a matching Failed clicks auto-enroll in Updates the Human Risk
lessons. simulation. training. Score.

WIRED INTO YOUR SECURITY STACK

SIEM & Incident Management Network Access Control
Correlate the Human Risk Score against incident volume — Require a minimum risk score before granting network
prove that more awareness means fewer incidents. Splunk, access. Cisco ISE, Aruba ClearPass, FortiNAC.

Microsoft Sentinel, Elastic, QRadar.

DEPLOYMENT MODES

¢ SaaS Cloud S On-Premise © Sovereign Hosted
Fully managed, live in minutes, 99.9% Your datacenter, air-gap ready, data Hosted in your country, full data
uptime SLA. never leaves. residency, single-tenant.
PROVEN OUTCOMES COMPLIANCE ALIGNED
85% 96% 1S0 27001 S0C2 Typell GDPR NIST CSF HIPAA
dropinclick rate / 90 days training completion
PCI DSS

12h +3.4

admin hours saved / month risk-score rise / quarter
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CONNECTED TO YOUR STACK

X Awareness plugs into the tools you already run — provisioning, alerting, and access all stay in sync, automatically.

Identity & SSO

Okta, Microsoft Entra ID, Google
Workspace, SAML & SCIM provisioning.

SIEM & Incident Tools

Splunk, Microsoft Sentinel, Elastic,
QRadar — correlate risk vs. incidents.

THE CYBEARS ECOSYSTEM

HR Systems

Workday, BambooHR & more — auto-
sync joiners, movers, and leavers.

Network Access Control

Cisco ISE, Aruba ClearPass, FortiNAC —
gate access onrisk score.

Collaboration

Slack & Microsoft Teams — nudges,
reminders, and one-click reporting.

LMS & Standards

SCORM & xAPI export, REST API &
webhooks for everything else.

X Awareness is one part of a complete cyber-resilience family. Explore what else Cybears can do for you.

Cyhears X Phish
PHISHING SIMULATION

Advanced, realistic phishing
simulations that pressure-test
your people — sharing the same
Human Risk Score.

xphish.cybears.net

Explore the full ecosystem at cybears.net
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Cybright
CYBERSECURITY E-LEARNING

Afull e-learning platform of in-
depth cybersecurity courses and
certifications for technical teams.

cybright.io

xawareness.cybears.net

Managed Services
DONE FOR YOU

Short on time? Cybears runs your
entire awareness program —
strategy, campaigns, and
reporting.

cybears.net/services
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CHOOSE YOUR TIER

PLANS & TIERS

Start with the essentials and scale into Al, integrations, and fully-managed sovereign deployments.

Content library & 15 categories

Adaptive microlearning

Phishing simulation

Human Risk Score

Al personalization & auto-remediation
Automated recurring campaigns

SSO0/ SCIM, HRIS, Slack & Teams

SIEM correlation

Compliance frameworks

NAC access gating

Deployment

Managed services & custom content

Support

ESSENTIAL

Templates

Org & team

ISO, SOC 2, GDPR

SaaS cloud

Email

ADVANCED

MOST POPULAR

v

v
Advanced (X Phish)

+ Individual

v

v

v

v

+ NIST, HIPAA, PCI

SaaS cloud

Priority

[email protected]

ULTRA

v
v
Advanced (X Phish)
+ Individual
v
v
v
v
+ NIST, HIPAA, PCI
v
+ On-prem / Sovereign
v

Dedicated CSM - 24/7 SLA
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GET STARTED

START YOUR FREE 30-DAY
TRIAL

No credit card. Full platform. Live in minutes.

Start now at xawareness.cybears.net

Prefer a walkthrough? Book a demo -

xawareness.cybears.net



